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In this technology-based era, network-based systems are facing new cyber-attacks on daily bases. Traditional
cybersecurity approaches are based on old threat-knowledge databases and need to be updated on a daily basis
to stand against new generation of cyber-threats and protect underlying network-based systems. Along with
updating threat-knowledge databases, there is a need for proper management and processing of data generated
by sensitive real-time applications. In recent years, various computing platforms based on representation
learning algorithms have emerged as a useful resource to manage and exploit the generated data to extract
meaningful information. If these platforms are properly utilized, strong cybersecurity systems can be developed
to protect the underlying network-based systems and support sensitive real-time applications. In this survey, we
highlight various cyber-threats, real-life examples, and initiatives taken by various international organizations.
We discuss various computing platforms based on representation learning algorithms to process and analyze
the generated data. We highlight various popular datasets introduced by well-known global organizations
that can be used to train the representation learning algorithms to predict and detect threats. We also provide
an in-depth analysis of research efforts based on representation learning algorithms made in recent years to
protect the underlying network-based systems against current cyber-threats. Finally, we highlight various
limitations and challenges in these efforts and available datasets that need to be considered when using them
to build cybersecurity systems.
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1 INTRODUCTION
In this Internet-based era, millions of devices are connected to the Internet. These devices help
in enhancing the performance of various applications by sharing various computational and
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storage resources. These devices and the connections between them need to be protected using
various cybersecurity technologies. Physical devices and cybersecurity technologies together build
systems known as cybersecurity systems [41, 99, 119]. These systems are used to support various
critical applications, such as transportation management, healthcare, surveillance systems, and
environmental monitoring, in environments like smart cities. These applications operate in realtime and generate big sensitive data. Furthermore, these applications need to be protected from
internal and external threats [5, 36, 46, 54, 118]. To protect these applications and the generated data,
there is a need for strong cybersecurity systems that can analyze the generated data in real-time.
The cybersecurity systems need to support different types of connections, devices, and applications.
These systems need to be updated automatically and provide protection to the underlying networkbased systems and applications running on them from cyber-threats.
In the traditional network-based systems, multiple cybersecurity applications are used together
to protect connected devices from various threats [43, 103]. These applications help in detecting
and identifying attacks in various forms, e.g., unauthorized access, viruses, and privacy leakage.
Furthermore, they save the underlying network-based systems from possible physical destruction
and manipulation of data. The cyber-attacks can be internal or external. The cybersecurity applications detect and identify these attacks through known signatures or by analyzing the behaviors of
the underlying systems. In the signature-based detection category, knowledge-based databases are
required. These databases need to be updated manually. As a result, the cybersecurity applications
falling in this category are not feasible for real-time applications and systems [87, 108]. In the
behavior analysis category, the behaviors of underlying systems are analyzed continuously to
differentiate between normal and abnormal activities [7, 96]. This category is useful for real-time
systems, however, it has a very high ratio of false alarms and may disrupt the performances of
underlying systems. Limitations in existing signature-based detection and behavior analysis categories make the job of attackers and intruders easy and they can enter the systems through hidden
doors. Therefore, there is a need to analyze and study existing and newly developed cybersecurity
systems and applications to highlight their weaknesses and suggest possible improvements by
incorporating machine learning algorithms.
In the recent years, many researchers have started using machine learning algorithms in the
cybersecurity domain to train Intrusion Detection Systems (IDS) and Intrusion Prevention Systems
(IPS) [2, 92]. To accurately identify various cyber-attacks, the behaviors of the underlying systems
and the generated data need to be analyzed carefully. In real-time environments, the network-based
systems generate huge volumes of data. To process and analyze the generated big data, different
machine learning and data mining algorithms can be utilized to detect anomalies, identify threats,
and classify familiar and unfamiliar entities as shown in Fig. 1. The machine learning and data
mining algorithms can further be classified into various subcategories, out of which the most
popular one is representation learning algorithms. The representation learning algorithms allow a
system to automatically discover representations required to detect or classify features from raw
input data. This category consists of well-known machine learning algorithms from supervised,
unsupervised, and deep architectures to support a diverse range of applications. If these algorithms
are utilized properly, new intelligent IDS and IPS can be designed to make intelligent and quick
decisions with high accuracy levels by learning from real-time data generated by network-based
systems at low computational costs.
In this survey, we focus on the use of representation learning algorithms in the cybersecurity
domain. Many survey papers on machine learning algorithms can be found in the literature
[2, 13, 89]. However, these papers discuss machine learning algorithms in general and there is
no specific survey on representation learning algorithms for cybersecurity applications. In our
survey paper, we review literature on various representation learning algorithms. To the best of our
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Fig. 1. Machine learning algorithms and threat detection

knowledge, this paper is the first survey on representation learning algorithms for cybersecurity
applications. Our intention is to provide an overview of representation learning algorithms that
can be used to process generated data for various purposes in the cybersecurity domain. There
are multiple subdomains in cybersecurity, e.g., security, privacy, forensics, etc. In this article, we
narrow down our literature and target security domain only. We discuss well-known cyber-attacks
and collaborations between various international organizations. We review popular computing
platforms based on representation learning algorithms. These computing platforms are managed by
well-known vendors. We discuss various publicly available datasets designed for machine learning
based cybersecurity systems. We also discuss most recent advancements based on representation
learning algorithms for cybersecurity systems. In the end, we highlight limitations and research
challenges when using the representation learning algorithms and publicly available datasets
to design cybersecurity systems for real-time applications along with possible future research
directions. The main contributions of this survey are listed below.
• We present and discuss various well-known cyber-threats. We provide examples of cyberthreats reported in the past few years. Various Initiatives taken by global organizations are
also discussed in detail.
• We provide an in-depth overview of various computing platforms based on representation
learning algorithms. These platforms are designed to process generated big data. These
platforms help researchers from cybersecurity community to put minimum efforts to process
and analyze the generated data.
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• We provide a detailed discussion on various cybersecurity datasets. These datasets are
introduced by well-known international organizations and are publicly available. The datasets
are open source and can be used with different machine learning algorithms for further
research and development. Limitations and research challenges of these datasets are also
highlighted along with possible future research directions.
• Finally, we discuss various research efforts based on representation learning algorithms made
in the recent years for cybersecurity applications. We highlight their limitations and research
challenges when using them to design complex cybersecurity systems. We also highlight
various possible future research directions.

The rest of this survey is organized as follows. Popular cyber-attacks and initiatives taken by
global organizations are presented in Section 2. Various computing platforms based on representation learning algorithms to process generated big data are presented in Section 3. Section 4 provides
a summary of publicly available datasets and research efforts based on representation learning
algorithms for cybersecurity systems. Limitations, research challenges, and possible future research
directions are presented in Section 5. Finally, the survey is concluded in Section 6.
2

CYBER-ATTACKS AND INITIATIVES

Cybersecurity techniques are considered as a trade-off between defenders and attackers [101]. The
defenders need to be well-prepared against every possible attack from attackers. In simple words,
they need to follow the proactive management policy [73]. On the other hand, the attackers keep
an eye on the target, search for a weak point or a loophole to penetrate the targeted system. In
the past few years, improvements have been seen in the defensive mechanisms that are based on
agreements and coordination between various technologies [17, 52, 58, 82]. The attackers make
use of the same technologies used by defenders to penetrate the targeted system for malicious
purposes. However, the latest defensive mechanisms are very complex and difficult to manage by
defenders. This has made the job of attackers quite easy. They can easily enter the targeted system
through a weak spot. Once entered, the attackers can try new types of attacks (an advantage). On
the other hand, the defenders need to be always alert and consistent in their defensive mechanisms
(a disadvantage).
2.1

Cyber-Attack Categories

We can divide cyber-attacks into three broad categories, i.e., multi-vector, multi-stage, and hybrid
(a combination of multi-vector and multi-stage categories). In the multi-vector category, different
means of propagation, e.g., spam emails, online ads, and malware websites, are used to attack
targeted systems [14]. This category requires connectivity to the Internet. In the multi-stage
category, network traffic is usually monitored to plan an attack. Reconnaissance attack is a very
common example in this category [23]. Current cyber-attacks mostly belong to the hybrid category
and follow a kill-chain strategy. In this strategy, the attackers first apply the multi-stage category
attacks to infiltrate the targeted systems. Once the attacks are successfully done, the attackers apply
the multi-vector category in online or offline mode to exfiltrate network data and configurations of
the underlying systems. Nowadays, the attackers apply various strategies, e.g., social engineering
and polymorphic attacks, to authenticate themselves to bypass firewalls and spam filters. In the
hybrid category, the attackers can easily evade the traditional security systems through step-by-step
independent events without letting defenders know that a cyber-attack is about to happen. Some
well-known cyber-attacks are discussed in the following subsections.
2.1.1 Polymorphic Attacks. The polymorphic attacks are a type of attacks in which the code of a
malicious program changes itself each time when it runs, but the function of the code (its semantics)
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does not change at all. The polymorphic attacks spread from one device to another device and travel
in a network. This category of attacks includes worms, viruses, and Trojans [31]. Real-life examples
in the recent years include The Storm worm (2007) [51] and Virlock ransomware family (2014)
[97]. The main purpose of these attacks is to evade cybersecurity systems and introduce different
effects, e.g., hiding files, changing file names, and corrupting root directories. Once entered the
systems, the attacking applications create multiple instances with the same purpose. However, the
payload of each instance can have a different code and if detected, the cybersecurity systems may
not reliably predict the next attack. The polymorphic attacks make the instances look different from
each other to successfully blended in the network traffic. As a result, the attacks can easily bypass
the cybersecurity systems that rely on signatures or payload-based statistics. There are different
vendors that create and distribute various signatures-based attacks to sell their security products in
the consumer market. As a result, clients constantly purchase their products and become a part of
a cycle which is beneficial to them and the attackers.
2.1.2 Persistent Attacks. The persistent attacks, also known as advanced persistent threats, consist
of continuous and stealthy computer hacking processes to target a specific entity or an entire
system [18]. Real-life examples in the recent years include the Titan Rain (2003) [34], Sykipot
Attacks (2006) [112], GhostNet (2009) [104], Stuxnet Worm (2010) [61], and Deep Panda (2015)
[39]. These attacks usually target private and public organizations and states with political and
financial motives. These attacks rely on malware to exploit weak points of the targeted system. The
main motive of these types of attacks is to monitor the activities or extract sensitive information
from the targeted systems. Techniques like social engineering, supply-chain compromises, and
infected media can also be used in these attacks. In the persistent attacks, a malicious code is
usually placed in one or two computers of an organization for a long period to secretly monitor
organizational activities, store sensitive information, and transmit the collected information to an
intended destination. This category of attacks just monitors the targeted systems and does not
destroy them. Their main targets are always specific organizations rather than individuals.
2.1.3 Composite Attacks. In the cybersecurity domain, two most popular attacks are syntactic
and semantic attacks. The composite attacks are formed by combining these two types of attacks.
The syntactic attacks are straightforward and operate at the software level. These attacks exploit
technical vulnerabilities of a software to steal targeted data. Examples include viruses, worms, and
Trojan horses [20]. Real-life examples of syntactic attacks in the recent years include CryptoLocker
(2013) [71], Stuxnet Worm (2010) [61], and Deep Panda (2015) [39]. On the other hand, the semantic
attacks try to modify correct information to set someone in a wrong direction [48]. Examples
include phishing, application and file masquerading, false pop-ups, malware advertisements on
websites, game and friend requests on social websites, and attacks through removable media [47]. In
the recent years, the composite attacks are getting popularity. The attackers use social engineering
techniques to gain access to privileged information and then apply an attack to bring harm to the
targeted network or device. A well-known example of composite attacks is the phishing attack,
also known as online scams [121].
2.1.4 Zero-Day Attacks. This is another software level attack and usually unknown to those (e.g.,
vendors) who mitigate this attack. It is named zero-day because this attack is launched before a
vendor gets aware [63]. This type of attack is very effective because it can go undetectable for a long
period, e.g., weeks or months. Even after detection, days or weeks are taken to eliminate its effects.
Until the vulnerability is detected, the attackers can exploit the targeted systems or applications.
This attack can be applied in different forms, such as worms and viruses. Real-life examples of
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zero-day attacks in the recent years include EternalBlue (2017) and WannaCry ransomware (2017)
[60].
2.2

Initiatives and Cooperation

There are many international organizations that share information about various cyber-attacks for
researchers and developers. Some organizations just focus on incidents and vulnerability reports
while others focus on intrusion detection and prevention. Together, these organizations play an
important role in spreading awareness about various threats and propose implementable solutions.
Some well-known organizations are discussed in the following subsections.
2.2.1 Computer Emerging Response Team. In The Computer Emerging Response Team (CERT),
experts deal with incidents related to computer security [45]. This team is also known by other
names, e.g., security incident response group or emergency readiness group. The CERT works on a
regional level and collects information about cyber-attacks from various sources. After collecting
the information, it can issue early warnings and provide help when requested. Due to its regional
support, there are many groups linked to this team and are working together or independently in
different countries. A cooperation between these groups on a global level is required to spread the
awareness about various cyber-attacks and the available solutions.
2.2.2 Forum for Incident Response and Security Team. The Forum for Incident Response and
Security Team (FIRST) is a globally recognized team. It is responsible to take quick actions on
reported incidents in the cybersecurity domain. Member countries forward security incidents to
different incident response teams of FIRST for further actions. The FIRST provides a platform to
various governmental, educational, and commercial organizations so that they can share services
of their computer security incident response teams. The main purpose is to foster coordination and
cooperation for incident prevention, rapidly react to the reported incidents, and share reported
information among member countries. Currently, more than four hundred regions from different
countries in different continents, e.g., Africa, America, Asia, and Europe, hold the membership of
the FIRST [90].
2.2.3 European Union Network and Information Security Agency. The European Union Network
and Information Security Agency (ENISA) is a center to provide cybersecurity services to European
countries [91]. It prepares and equips European countries to detect, prevent, and respond to
various information security problems. It provides practical advice and solutions to its member
European countries. It also helps in organizing different exercises related to cyber-crises, developing
national cybersecurity strategies, and promoting cooperation between the CERTs. It is also involved
in publishing reports and studies on various cybersecurity issues in various domains, e.g., cloud
security, ensuring privacy in new networking technologies, electronic trust services, and identifying
cyber-attacks.
2.2.4 Computer Security Division. The Computer Security Division (CDS) is one of the seven
technical divisions in the information technology laboratory at the national institute of standards
and technology [53]. It develops tests for standards, metrics, and guidelines to protect federal
information systems. The standards and tools are developed in transparent and collaborative ways
by involving experts around the world. The developed standards can voluntarily be adopted by
various organizations due to their global acceptance. The main purpose of the developed standards
is to deal with the present and future challenges related to information security. These standards
provide methodologies to develop practical security applications and technologies. In 2015, this
division was divided into two subdivisions, where the first division deals with computer security
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and the second division deals with applied cybersecurity problems. These two subdivisions work
closely together on various programs and projects.
3

REPRESENTATION LEARNING AND COMPUTING PLATFORMS

There are many algorithms in the machine learning domain that can be used for various purposes.
In this domain, there is a set of algorithms that allows an intelligent system to analyze input
data, automatically discover representations present in the input data, and use the discovered
representations to apply different operations on the input data, e.g., data classification and feature
extraction. As a result, the systems can become smart and operate without any assistance and manual
feature extraction. Such an intelligence is required by systems that are analyzing real-time big data
generated by underlying network-based systems. The input data can be a combination of multimedia
and non-multimedia data. The analysis of mixed data requires mathematically and computationally
complex processes. In traditional systems based on machine learning algorithms, the classification
of data requires an input that should be easy to analyze and process. However, multimedia data, e.g.,
videos, do not contain a defined feature set. In this case, various representations and examinations
are utilized to discover the required features. The representation learning algorithms can be used
to infer specific patterns from input multimedia data. The inferred patterns can later be used to
train computer programs and applications designed for specific tasks. Just like traditional machine
learning algorithms, the representation learning algorithms can also be classified into three major
categories, i.e., supervised, unsupervised and multilayer/deep architectures [50, 67, 74].
The supervised learning category requires a training dataset to make a final decision. In the
first stage, the input and the expected output datasets are provided. Later, specific patterns are
inferred from provided datasets to make a final decision. The same inferred patterns can be applied
on newly arrived input and output datasets. In the unsupervised learning category, the algorithms
do not use labeled training data. Algorithms falling in this category try to find hidden data patterns
from input data without any guidance. The Multilayer/deep architectures are inspired from human
neurological systems and stack multiple layers of learning nodes. These architectures are based on
distributed representations. Multiple interactions are performed between different levels based on
different factors to generate the observed data. Each intermediate layer generates an output for
corresponding input data. The output of each level is used as an input for next level to produce a
new representation, i.e., the original data are the input of the first level and final representations of
features are the output of the last level. The algorithms in aforementioned categories and relevant
literature are discussed in detail in Section 4.2.
3.1

Computing Platforms for Representation Learning

In cybersecurity systems, the generated data can be multimedia, non-multimedia, or a combination
of both types. Manual processing and classification of such type of data can be a time-consuming
task if the generated data are huge in size. To deal with this problem, there is a need for computing
platforms to quickly process and classify the generated big data to make quick decisions. In the
recent years, many Application Programming Interfaces (APIs) are introduced in the market to
process big multimedia and non-multimedia data. These APIs are introduced by many well-known
companies, such as Amazon, IBM, Microsoft, and Google. These APIs are general purpose and
can be used to process different types of data generated by different applications. Few example
applications are image processing, computer vision, natural language processing, signal processing,
and cybersecurity. These APIs are based on popular machine learning algorithms and provide
a platform to develop applications in a user-friendly way. These APIs hide usual complexities
involved in developing machine learning algorithms. Therefore, the developers only need to focus
on data manipulation and experimentation to design and deliver the required products. The main
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purpose of this section is to inform readers and developers in the cybersecurity domain about
various well-known APIs that can be used when designing cybersecurity systems based on machine
or representation learning algorithms. These APIs offer simple interfaces, instructions, and easy
manuals so that the developers can use them without having a strong background in the machine
or representation learning domain. Furthermore, online help is also available if the developers
are stuck at some point when using any of these tools. These APIs are explained in the following
subsections. Furthermore, a comparison between these APIs in terms of capabilities and support is
provided in Table 1.
Features

IBM Watson

Microsoft Azure

Google Prediction

Amazon

BigML

Support for different data sources

Advanced

Advanced

No support

Data transformation and cleaning capabilities

Advanced

Advanced

Basic

Basic

Advanced

Support for different machine learning algorithms

Advanced

Advanced

Advanced

Basic

Advanced

Support for creation of algorithms

Advanced

Advanced

No support

No support Advanced

Support for algorithm performance evaluation

Advanced

Advanced

No support

Advanced

Support for computed result evaluation

Advanced

Advanced

Advanced

No support Advanced

Support for parameter tuning

Advanced

Advanced

Basic

No support Advanced

Basic

Advanced

Advanced

Table 1. Supported features of different computing platforms

3.1.1 IBM Watson API. This API helps in simplifying data preparation and analysis processes.
Results of data analysis can be displayed by various visual tools. It is a free API and available for
public use through IBM’s Bluemix cloud service platform [109]. It helps developers to develop
applications, services, and products with cognitive skills. The IBM Watson platform offers more
than twenty-five APIs powered by fifty different technologies. Some of the features offered by this
API are listed below.
• It can interpret text in different language pairs using machine translation.
• It can estimate popularity of a specific word or phrase using message resonance.
• It can provide answers to questions triggered by primary document resources.
• It can predict social characteristics of human beings from a given text.
3.1.2 Microsoft Azure API. This API is designed for data scientists and help them to perform a
quick data analysis. It also helps them by saving their time from developing complex representation
learning models. This API can be used to analyze multimedia data collected from diverse resources.
With the help of predictive models, various abnormal events in different scenarios can be predicted
using this API. It is available in various Microsoft products, e.g., Xbox and Bing, and offers strong
representation learning abilities [9]. Some of the strong features offered by this API are listed below.
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• By using this API, the data scientists can develop customized and configurable models to
train and predict tasks based on their own R language code.
• By using various Python libraries, e.g., SciPy, Pandas and NumPy, the data scientists can
include Python language scripts in this API. It also supports other popular Python tools, e.g.,
iPython Notebook and Visual Studio-based tools.
• By using this API, the data scientists can train petabytes of data using Principal Component
Analysis (PCA) or Support Vector Machines (SVMs) to predict malicious behavior in the
multimedia data.
• It supports other data processing platforms, e.g., Hadoop and Spark, to process huge volumes
of big multimedia data.
3.1.3 Google Prediction API. This API is useful for real-time applications to quickly process
collected big multimedia data. It is a cloud computing based facility and can be used in many
applications, e.g., behavior analysis, spam detection, data classification, and event prediction [114].
By using this API, users can crunch big multimedia data to predict results without having strong
programming skills and knowledge of machine learning algorithms. While using this API, the
multimedia data need to be uploaded to Google cloud storage. Once the uploading is done, the data
are read using BigQuery. This API can be used in many applications of Internet of Things (IoT)
generating multimedia data, e.g., transportation management, surveillance, and healthcare. Two
popular examples are listed below.
• The Ford is a company that designs and sells vehicles. This API is used in the Ford’s laboratories for research purposes. The main focus is on how to improve driving skills of their
clients by showing them maps of their daily routine routes. It also facilitates its clients to
save routes and location information. Once saved, the vehicle becomes smart vehicles and
can determine automatically where the driver wants to go. This decision can be made based
on driver’s driving routines at specific times and days of weeks. It can also help in analyzing
the behavior of drivers during driving [72].
• The Pondera Solutions is a USA-based company to detect frauds. It uses the Google Prediction
API to address various government issues, e.g., fraud, abuse, and waste in different public
sectors [35].
3.1.4 Amazon API. It is another popular API to simplify thee processes of predictions, model
building, data filtering, and statistical analysis [85]. Machine learning models offered by the Amazon
deal with prediction problems only. Furthermore, the ratio of prediction error controls the speed of
processing big multimedia data. Many visualization tools are offered by this API to facilitate its
users to get a better insight into the processed data. However, there are certain restrictions in terms
of user interface and representation learning algorithms. Nevertheless, it is user-friendly and easy
to use API, and can be used for various tasks in IoT architectures, e.g., surveillance, transportation
management, and healthcare. Some examples are listed below.
• It can help to find genre of songs by analyzing features of signal levels.
• It can help in recognizing human actions and activities from multimedia data. It can use
geo-location information from non-multimedia data to predict users’ activities.
• It can help to predict modes of payment (e.g., cash or card) by analyzing payments made in
the first week in any shopping center.
• It can help in detecting fake users and identities by analyzing web activities.
3.1.5 BigML. It is a user-friendly API and based on decision trees. It helps representation learning
developers by making predictive analytics tasks easy and understandable. It also helps in understanding business requirements and analysis reports. This API offers three modes of operations,
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i.e., RESTful, web interface, and command line interface, out of which the web interface is the most
popular one [8]. This API also supports real-time processing and data analysis. Some well-known
examples are listed below.
• It helps in finding a relationship between different attributes of input multimedia data. It also
helps in predicting features of similar objects in the collected multimedia data. The obtained
results can help users to efficiently utilize specific objects.
• It helps to build predictive models based on some past examples from similar datasets. There
is a support for batch processing jobs, i.e., designed models can process various data instances
in a batch to save the computational time. However, the accuracy of prediction depends on
the amount of provided data.
• It supports remote access to developed predictive models via the command line interface.
4

REPRESENTATION LEARNING AND CYBERSECURITY

There are two main phases in representation learning based systems, i.e., training and testing. But
there can be a third phase called validation. The training phase is usually a time consuming process,
and the purpose is to identify features and attributes of different classes and determine total number
of classes from input data. Training datasets consist of various examples. These examples are used
to fit parameters of models based on representation learning algorithms. This phase is required for
supervised learning category. Once the training phase is completed, the next phase is to validate the
performance by predicting responses. This phase is based on validation datasets. In the validation
phase, the performance of the developed model is regularized through early stopping. During this
phase, the training stops with an increase in the error in the validation datasets. Once the model is
successfully passed through the validation phase, an unbiased evaluation is performed on it during
the testing phase by using test datasets. The test datasets are independent of the training datasets
and consist of different examples. These different examples are used to test the performance of
the designed model. Hence, the datasets play an important role in the designing of representation
learning models for specific tasks. In the following subsections, we discuss various packet capturing
tools, datasets, and representation learning algorithms to perform various tasks in the cybersecurity
domain.
4.1

Datasets

The datasets play an important role in representation learning algorithms. It is very important to
have an understanding of datasets that can be used by different representation learning algorithms
to perform various tasks in the cybersecurity domain. In the following subsections, we discuss
a few datasets designed by well-known organizations for research purposes in the cybersecurity
domain. These datasets are summarized in Table 2.
4.1.1 DARPA Dataset. The Defense Advanced Research Projects Agency (DARPA) is a wellknown agency from the United States department of defense. Its main purpose is to focus on
developing technologies for military purposes [113]. In the DARPA, there is a formal intrusion
detection evaluation group, known as Cyber Systems and Technology Group (CSTG) of MIT Lincoln
Laboratory that works under the sponsorship of defense advanced research projects agency and
air force research laboratory. To evaluate a cybersecurity system designed for computer networks,
the CSTG made evaluation efforts in the years 1998 and 1999. The main purpose of these efforts
is to estimate rates of true and false alarms for all under evaluation systems. The evaluations are
designed to be simple and the main focus is on core technology issues. Another motive of these
evaluations is to provide data types for cybersecurity systems. There are many offline datasets
available that can be used by researchers. These datasets contain various examples of background
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Vendor

Features

DARPA

Cyber systems and technology group

• Evaluation based on network traffic and audit logs,
• support for batch mode processing,
• support for Windows and Linux operating systems,
• can detect different types of attacks

ADFA

Australian defence force academy

• Evaluation based on network traffic and audit logs,
• support for Windows and Linux operating systems,
• can detect different types of attacks

NetReSec

CRC

• Evaluation based on pcap files,
Network forensics and network security monitoring • support for Windows and Linux operating systems,
• can detect different types of attacks
Cyber research center

• Evaluation based on pcap and log files,
• support for Windows and Linux operating systems,
• can detect different types of attacks

Table 2. Well-known cybersecurity datasets

data traffic and possible attacks. Two datasets were created from DARPA’s intrusion detection
evaluations in the years 1998 and 1999. Both datasets offer offline and real-time evaluations. In
the offline evaluation, the network traffic and audit logs are processed in a batch mode to identify
attacks during usual network activities. In the real-time evaluation, the cybersecurity systems
are inserted in a network testbed of air force research laboratory to identify attack sessions in
normal network activities in real-time. In the year 2000, further experiments were conducted and
three additional datasets were created, known as 2000 scenario-specific datasets. Both scenarios
include a Distributed Denial of Service (DDoS) attack executed by an intruder. These scenarios
contain various sessions of audit and network traffic. In these sessions, a DDoS software is installed
by an attacker on a compromised host to execute a DDoS attack on a remote server. The only
difference between these two scenarios is the difference in the attacker’s role, i.e., the attacker in
the second scenario is more stealthy than the attacker in the first scenario. Mixed reviews are found
on how useful this dataset can be to train a cybersecurity system in [44]. For example, a team of
researchers conducted experiments and found this dataset useful with Snort in Cisco intrusion
detection systems in [111]. However, recommendations were also made to make this dataset more
real so that it can support latest cybersecurity systems. On the other hand, there was another team
of researchers who concluded that Snort could not perform well due to limited information of
attacks in this dataset in [12]. This team suggested that the performance of a cybersecurity system
can be improved if this dataset was combined with other datasets. Based on these mixed reviews, it
can be concluded that this dataset needs improvements and information of latest cyber-attacks
needs to be included in it.
4.1.2 ADFA Dataset. The Australian Defence Force Academy (ADFA) cybersecurity datasets contain data from Linux and Windows platforms [22]. These are designed to evaluate the performance
of Host-based Intrusion Detection Systems (HIDS). The HIDS can monitor and analyze the internal
environment of a computing system and incoming and outgoing network packets on its network
interfaces. These datasets are freely available for academic research. These datasets are developed
to better represent a compromised system from an initial behavior to a final compromised response
and set a more realistic benchmark to evaluate the performance of a cybersecurity system. When
designing these datasets, industry penetration testing methodologies were used and a new attack
framework was created as shown in Fig. 2. This framework gives an understanding to readers
and users of this dataset on how a sample attack framework works and how this dataset can be
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used to deal with different types of cyber-attacks. This framework explains a connection between
link vulnerabilities and their effects starting by focusing on deployability phases and effects of a
particular attack. It provides a sample model to developers of cybersecurity systems to understand
the scope of a cybersecurity dataset and its coverage on various types of attacks. Different layers
of this framework, i.e., vulnerabilities, focus, accessibility, vector, deployability, and effect chain,
explain the entire idea of how an attack can happen and how to deal with it to stop possible damages
to an underlying network-based system. The main purpose of this sample framework is to modernize a cybersecurity system, plan a methodology based on current attack practices, use current
industrial testing methodologies, and design datasets that can be used to train a cybersecurity
system. Researchers in the cybersecurity community started using this dataset soon after its release.
This dataset was used with a one-class SVM to detect intrusions in the cybersecurity system in
[124]. However, it was found during experiments that this dataset was not robust against all types
of cyber-attacks. Another attempt was made to extract and analyze specific features from this
dataset to build an adaptive cybersecurity system in [123]. This extraction and analysis of features
showed an acceptable performance, however, it was not suitable for modern complex cybersecurity
systems. These references show that this dataset still needs further improvements to match the
requirements of current cybersecurity systems.

Fig. 2. Attack framework [21]

4.1.3 NetReSec pcap Files. The Network Forensics and Network Security Monitoring (NetReSec)
is an independent software vendor that focuses on network security [1]. This vendor specializes
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in software for network forensics and analysis. This company maintains a pool of pcap files and
network traces that are freely available. This pool provides a useful resource to perform network
evaluations on a cybersecurity system. The provided pcap files and network traces are classified
into multiple categories, e.g., cyber defense exercises, malware traffics, network forensics, and
packet injection attacks. Contents of each category are captured from different resources and can
be used for various purposes. For example, the contents of cyber defense exercises include network
traffics from different resources for cyber-exercises and competitions. The contents of malware
traffic category are captured from honeypots [105], sandboxes [84] and real-world intrusions, and
can be used to analyze web-based malware attacks. In the recent years, these pcap files were used
with different machine learning algorithms, e.g., k-NN, SVM, and Bayesian networks, to train
cybersecurity systems to detect different types of attacks [42, 106, 117]. The systems showed good
performances in the presence of specific attacks. However, the main purpose was to analyze the
performance of employed protocols, domain names and communication patterns in the presence of
specific attacks in the underlying networks and a detailed analysis of modern attacks was missing.
4.1.4 Cyber Research Center Datasets. The Cyber Research Center (CRC) from the United
States military academy offers datasets for public use in cybersecurity research [3]. These datasets
provide a mean to match IP addresses from pcap files to IP addresses in internal networks. These
datasets are distributed into four categories, i.e., Snort intrusion detection logs, Domain Name
Service (DNS) logs, web server logs, and Splunk log server aggregate logs. The Snort are used to
analyze real-time network traffic along with logging of data packets. It is an open-source system
and its detection logs can be used to analyze network traffic to protect an underlying system from
malware attacks. The Snort gained popularity due to its accurate detection of threats at high speeds
and is considered as a suitable intrusion prevention technology worldwide. The DNS logs are
distributed into two categories, i.e., external DNS service logs and message logs. The web server
logs are also distributed into two categories, i.e., Apache web server access logs and Apache web
server error logs. The Splunk is a security information and event management tool to analyze and
aggregate security logs from different applications and solutions in the deployed environment.
Later, the collected log records can be used to get an aggregated view and real-time monitoring of
security events within the monitored environment. These datasets were used to detect malware and
design efficient intrusion detection systems in [77, 83, 95, 102]. The designed intrusion detection
systems were trained using CRC datasets and detected basic level of attacks, however, they do not
stand against modern attacks due to limited available information in these datasets.
4.1.5 Creation and Extension of Datasets with Packet Capturing Tools. Packet Capture
Data, formally known as pcap, is an application programming interface that captures network
packets arriving at or transmitting from an Ethernet port. There are many packet capture libraries,
e.g., Libpcap and WinPCap [24], that can be used by various network analyzing tools to analyze the
behavior of and traffic generated by a network. Some very popular tools are WireShark [81], Nmap
[27], tcpdump [33], and NetFlow [29]. The Internet engineering task force has listed one hundred
and forty-four IP addresses. This list includes many popular protocols, e.g., Internet control message
protocol [88], user datagram protocol [56], and transmission control protocol [10]. Applications
and user programs use these popular protocols to generate network packets to transmit data over
the Internet. Before transmission, an Ethernet frame is composed at the physical layer. This frame
consists of a header and a payload. The header contains a medium access control address and the
payload contains data that need to be transmitted. To transmit data over the Internet, the payload
must also contain an IP header. Some data or other encapsulated protocols may be encapsulated in
the IP payload. This entire Ethernet frame can be captured by pcap for further analysis and feature
extraction. In the machine learning domain, algorithms depend on the training and testing datasets.
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These datasets are required to test the performance of designed systems and algorithms. Although
standard datasets are available to train machine learning algorithms in the cybersecurity domain,
these datasets do not contain most updated data. Furthermore, it is not necessary that these datasets
may match the traffic generated by all types of networks. Each network has a different size and
deal with different types of nodes and applications. These applications generate different types of
network traffic including multimedia and non-multimedia data. The packet capturing tools, e.g.,
pcap, WireShark, Nmap, tcpdump, and NetFlow, are needed to capture real-time network data
generated by various applications running on a specific network. This captured data can be used to
train and test representation learning algorithms used in cybersecurity systems.
4.2

Representation Learning for Cybersecurity

In this section, we discuss various techniques from recent literature. These techniques are based on
representation learning algorithms and designed for different cybersecurity applications. These
techniques are distributed into three broad categories, i.e., supervised, unsupervised, and deep
architectures, as shown in Fig. 3. In each category, the techniques are discussed in detail with pros
and cons in the following subsections.

Supervised Dictionary Learning

Representation Learning Techniques

Supervised

Neural Networks

K-means Clustering
Unsupervised

Principal Component Analysis

Restricted Boltzmann Machine
Deep

Autoencoder

Fig. 3. Classification of techniques based on representation learning algorithms

4.2.1

Supervised Representation Learning Algorithms.

Supervised Dictionary Learning. In the recent years, supervised representation learning based
techniques are used to investigate security-related issues in cybersecurity systems. A review on
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recent advancements in machine learning techniques along with soft computing methodologies to
secure Information and Communication Technology (ICT) based systems was presented in [15].
In this review, various security issues related to the Internet and its services for ICT systems are
analyzed and trends of the supervised dictionary learning along with soft computing methodologies are investigated to secure ICT systems. Another survey on machine learning methods to
protect cyber-manufacturing systems against cyber-attacks was presented in [122]. The cybermanufacturing systems delineate the concept of combining various ICT systems, e.g., IoT, cloud
computing, sensor networks, and machine learning platforms. However, these systems face various
strong cyber-attacks including Stuxnet and computer numerical controlled milling attacks. In this
survey, it is suggested through experiments that representation learning algorithms, especially
supervised dictionary learning algorithms, can detect cyber-attacks with a high accuracy rate if
physical data are studied properly. A survey on industrial cyber-physical systems along with their
attack detection and security control mechanisms was presented in [25]. This survey discusses DoS,
deception, and replay attacks along with their weaknesses. Furthermore, various developments on
attack detection are reviewed from a detection perspective. These developments can be utilized to
develop supervised dictionary learning algorithms to protect industrial cybersecurity systems.
Supervised dictionary learning models for intrusion detection were reviewed in [62]. In this
work, feature selection techniques are suggested to construct better adversary-aware classifiers
and a metric (i.e., model robustness score) is defined to evaluate relative resilience of different
models. A novel methodology based on supervised dictionary learning to automatically identify
integrity attacks was proposed for cybersecurity systems in [80]. In this method, a feature set is
designed to sense properties of integrity attacks to train dictionary learning algorithms. Previously
unseen attacks are also handled by adding a novelty detection component. A framework based
on semi-supervised dictionary learning was introduced to identify Sybil nodes in [37]. In this
framework, a small set of authorized and Sybil nodes is taken from a social network of nodes. Later,
label information is propagated to remaining nodes to inform them about authorized and Sybil
nodes.
A technique based on dual graph constraints was proposed to design a low-ranked dictionary
learning algorithm for object classification systems in [32]. In this technique, low-dimensional space
is used to train proposed dictionary learning algorithm to provide separability between intra and
inter-classes. This technique shows better performance on small-sized datasets to classify objects
and can be useful to detect malicious objects in cybersecurity systems. A similar dictionary learning
approach based on projection property to identify human beings in captured videos was proposed in
[128]. In this approach, feature projection metrics are combined with a set of dictionaries to classify
labeled and unlabeled videos. Later, the labeled videos are used to support learned dictionaries. The
main purpose of this approach is person re-identification along with detecting malicious activities
in cybersecurity systems.
Artificial Neural Networks. Artificial Neural Networks (ANNs) are inspired from biological
neural networks to perform different tasks [98]. The tasks are performed through learning based on
provided examples. In the learning process, there are no specific rules. The ANNs consist of various
small units called artificial neurons where each neuron can communicate with other connected
neurons. The connections between neurons are called edges. The neurons and edges have specific
weights that increase or decrease as the learning process proceeds. Generally, the neurons are
distributed into multiple layers to perform different operations on input data. Nowadays, the ANN
is a standard and popular example in different domains of data processing, e.g., computer vision,
pattern recognition, speech processing, social networks, data classification, video games, object
tracking, big data analysis, and cybersecurity.
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There are many variants of ANNs, e.g., Convolutional Neural Networks (CNNs), Recurrent
Neural Networks (RNNs), Deep Belief Networks (DBNs), etc. The CNNs consist of one or multiple
convolutional layers where each layer consists of multiple fully connected layers [64]. This architecture is designed to process two-dimensional data and has many applications in the image and
audio processing domains. In the RNNs, the connections between nodes are sequential graphs [38].
These networks are basically used to process sequential data and have applications in unsegmented
data analysis and speech recognition. The RNNs have two broad classes of networks called finite
and infinite impulses. The finite impulse class is based on a directed acyclic graph that can be
unrolled. On the other hand, the infinite class possesses opposite features, i.e., it is based on a
directed cyclic graph and cannot be unrolled. The DBNs consist of multiple layers of hidden units
[66]. There are no connections between units within a layer, however, there are connections between layers. The DBNs can be used in both categories, i.e., supervised and unsupervised learning.
The DBN is a popular choice in many applications, e.g., pattern recognition, drug discovery, and
electroencephalography.
To secure networking, social computing, and cybersecurity systems, a risk assessment technique
based on a back-propagation neural network was proposed in [70]. In this technique, an improved
cuckoo search algorithm is used to train the network to improve the accuracy and stability in
information security risk assessment processes in cybersecurity systems. A technique based on
ANNs was proposed to detect known and unknown DDoS attacks in [19, 94]. In this technique,
the DDoS attacks are detected based on specific patterns and the main purpose is to separate the
traffic of DDoS attacks from genuine traffics in the cybersecurity systems. A multi-model based
framework was proposed to analyze observed data related to cyber-attacks and make predictions
about the progress of adversaries in [86]. This framework consists of multiple predictive models,
i.e., a non-linear auto-regressive model, a non-linear auto-regressive exogenous model, an autoregressive neural network, and an auto-regressive integrated moving average model, to make
predictions about adversarial movements with a reliable accuracy.
A context information-based cybersecurity defense system was proposed to protect power
systems in [100]. In this system, a vicious fault in an underlying local area network is identified
by analyzing context information. Measurements are fed into a probabilistic neural network to
predict the fault. An ensemble modeling based approach to detect integrity attacks in cybersecurity
systems was proposed in [79]. This approach is a combination of an ANN and a linear time-invariant
modeling and is tested against different integrity attacks with varying intensity levels.
A reservoir computing architecture based on neuromorphic computing was proposed to detect
anomalies in cybersecurity systems in [69]. The architecture is proposed for feedback-based systems
and its application is introduced in smart grids for anomaly detection. Another similar architecture
to detect anomalies in automobiles was proposed in [110]. In this architecture, multivariate Markov
chains are combined with RNNs to create anomaly detectors for automotive cyber-attacks.
4.2.2

Unsupervised Representation Learning Techniques.

k-Means Clustering. k-means clustering is a technique to analyze and partition input data (i.e.,
observations) into k-clusters [59]. The k-means clustering is considered a computationally complex
problem, however, efficient heuristic algorithms can be deployed for quick convergences. Formed
clusters can have different shapes and sizes. This technique is different from k-nearest problem in
the machine learning domain. An n-nearest neighbor algorithm can be applied on a cluster formed
from a k-means clustering technique to classify newly entered data in the existing clusters. The
k-means clustering can be applied in different applications including computer vision, astronomy,
marketing and agriculture.
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A novel unsupervised classification approach was proposed to detect network anomalies in [126].
In this approach, the k-means clustering is combined with iterative decision trees to classify normal
and abnormal activities in network traffic. A machine learning technique based on a hierarchical
k-means clustering was proposed to monitor traffic on the Internet to detect cyber-attacks in [78].
This technique analyzes partitioned clusters by using traffic analysis profile feature vectors to
monitor typical malicious behaviors. A hybrid k-means clustering approach was proposed to deal
with cyber-activities including reconnaissance and corporate cyber scanning activities in [11]. In
this approach, datasets consist of real network traffic are used in two experimental environments
to test the performance against unsupervised k-means clustering and expectation maximization
approaches.
Principal Component Analysis. Principal Component Analysis (PCA) is a procedure to convert
a set of observations to a set of linearly uncorrelated variables called principal components [57].
In converted principal components, the largest possible variance is held by the first component
and each succeeding component holds the highest variance value. The PCA is the simplest form of
eigen vector based analysis and is used as a tool to analyze data and make predictive models. The
PCA is quite popular in neuroscience and quantitative finance fields.
Various surveys on cybersecurity systems, fourth and fifth generation cellular networks, and
smart power grids, were presented to discuss authentication and privacy-preservation against
different cyber-attacks in [30, 40, 120], respectively. These surveys highlight different frameworks
and machine learning tools for data analysis and future research directions, e.g., how to design and
model different types of attacks, design strategies for various attacks through risk assessments, and
design testbeds to validate security issues and solutions.
An approach based on distributed SVMs was proposed to detect the injection of stealthy false
data in smart grids in [28]. This approach uses PCA to minimize data dimensions that may cause
computational complexities during data processing. A real-time algorithm was proposed to detect
abnormal changes in power networks data stored in accessible databases in [115]. In this algorithm,
the PCA is used to monitor power flow results and identify abnormal input data modified by
cyber-attacks.
A distributed blind intrusion detection framework was proposed for cybersecurity systems
in [93]. In this framework, a PCA-based approach is used to detect intrusions by analyzing sensor measurements and statistical properties of graph-signals. To detect anomalies in large-scale
networks, a technique based on geometric area analysis was proposed in [75]. This technique is
based on trapezoidal area estimation to observe computed parameters, and dimensions of network
data are reduced by the PCA. An inference-based intrusion detection approach was proposed to
identify cyber-attacks in software-defined networks in [4]. In this approach, regularly labeled flows
generated by software-defined networks are analyzed to identify cyber-attacks and dimensions of
data are reduced by the PCA.
4.2.3

Deep Representation Learning Techniques.

Restricted Boltzmann Machine. Restricted Boltzmann Machine (RBM) is based on a generative
stochastic ANN [49]. The RBM can work in both supervised and unsupervised modes. In the
RBMs, nodes from each group of units may share a symmetric connection, however, there are no
connections between nodes within the same group of units. The RBMs can be used to form deep
learning networks by stacking multiple RBMs. The formed deep learning networks can later be
tuned using gradient descent and back-propagation networks. The RBMs can be used in different
practical applications, e.g., feature learning, data classification, and reducing dimensions of collected
data.
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There are many existing surveys in literature to highlight the use of deep learning techniques in
various applications related to cybersecurity. A survey on various applications of deep learning was
presented in [76]. In this survey, various deep learning techniques including RBMs are discussed
to address some important problems in big data analytics and security in cybersecurity systems.
Similarly, another survey on computational intelligence and analytics techniques for cybersecurity
systems was presented in [55]. In this survey, various deep learning techniques including RBMs
are discussed to analyze big data for computational intelligence along with recent advancements
and applications.
Various recent developments using machine learning methods in software-defined networks
were reviewed to implement intrusion detection systems for cybersecurity applications in [107].
This study focuses on deep learning techniques including RBMs and tools that can be used to design
intrusion detection systems for software-defined networks. Various deep learning methodologies,
e.g., RNNs, deep neural network, and RBMs-based DBNs, were reviewed in [65]. In this study,
various deep learning methodologies along with other machine learning techniques are discussed
from a network anomaly detection perspective. Experiments are also conducted to check the
compatibility of deep learning methodologies to analyze network traffic.
A heterogeneous deep learning framework was proposed to intelligently detect malware in
network traffic in [127]. This heterogeneous framework consists of an autoencoder, multi-layered
RBMs, and associative memory layers, to identify unknown malware. A linear approach was
proposed to increase the productivity of predictive manufacturing systems along with resilience
and interoperability features in [68]. In this approach, features are extracted through an RBM.
Performances of prediction processes are also improved through the same RBM by building an
intelligent manufacturing system to automatically predict and reconfigure faulty events.
Autoencoder. An autoencoder is based on an ANN and operates in an unsupervised way to
learn efficient data coding [116]. It is used to learn representations of input data for compression
purposes. The compression is applied by reducing the dimensions of supplied data. The input data
are transformed into a short code that is later uncompressed to match the original input data. The
autoencoders can be used in a stacked form in certain applications, e.g., image recognition. In the
stacked format, the lower layers learn and encode easy features while the upper layers analyze the
output of previous layers and encode missing, difficult, or hidden features. This process continues
until the entire data are encoded.
An improved extreme learning machine framework was proposed for smart grids to detect false
data attacks in [125]. This framework uses an autoencoder to minimize the dimensions of measured
data and is tested to effectively detect unobservable attacks. A deep learning based approach was
proposed to detect distributed attacks in social IoT in [26]. In this approach, an autoencoder is
used to discover hidden patterns from training data to distinguish attacks from benign traffic.
This approach performs well against centralized attack detection approaches. A framework was
proposed to detect impersonation attacks in Wi-Fi signals in IoT in [6]. In this framework, a stacked
autoencoding is used to provide meaningful representations from a well-referenced Wi-Fi dataset,
i.e., Aegean Wi-Fi intrusion dataset. A robust sensitivity-based learning algorithm was proposed
to detect evasion attacks on classifiers in [16]. This algorithm is based on a modified stacked
autoencoder and performs better against conventionally stacked and denoising autoencoders in
terms of time complexity.
5

LIMITATIONS, RESEARCH CHALLENGES, AND FUTURE RESEARCH DIRECTIONS

In Section 4, we describe many efforts that are made using representation learning algorithms
in the cybersecurity domain. It is clearly shown that cross-disciplinary approaches have become
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popular in recent years. Along with algorithms, we also discuss various datasets that can be used
by representation learning algorithms in the cybersecurity domain. In the following subsections,
we highlight major limitations of presented efforts and datasets. Based on their limitations, we
highlight various research challenges and future research directions.
5.1

Limitations of DataSets

Datasets explained in Section 4.1.1 were designed long time ago. Their major limitations are listed
below.
• They are predefined datasets. They contain old data readings. These readings do not match
the requirements of current cybersecurity applications.
• These datasets are quite big in size. Processing of these datasets using representation learning
algorithms is not only a time-consuming process but requires computational and storage
resources. Furthermore, processing of old data readings is a waste of time and computational
and storage resources.
• These datasets are publicly available and anyone can access them. If they are used in a
cybersecurity system, attackers can easily get access to the targeted system by analyzing the
datasets being used.
• These datasets are very old and do not contain any information about current generation of
cyber-attacks. As a result, a cybersecurity application based on these datsets cannot protect
an underlying system from current cyber-attacks.
5.2

Research Challenges in DataSets

When using the datasets explained in Section 4.1.1 to train representation learning algorithms for
cybersecurity applications, researchers and developers can face following research challenges.
• It is hard to find a dataset matching the requirements of underlying cybersecurity systems or
applications.
• The size of a dataset is directly proportional to the rate of accuracy. However, processing a
large size dataset is not only a time-consuming task but requires abundant computational
and storage resources. As a result, a balance needs to be maintained between the size of a
dataset and accuracy level for real-time cybersecurity applications.
• To provide a real-time support and save costs of computational and storage resources, largesized datasets are usually distributed into small-sized datasets. However, this distribution
affects the accuracy ratio. Useful features can easily be missed during this distribution,
therefore, care must be taken when dividing a large-sized dataset into small datasets.
• Public datasets contain different types of network traces, log files, and operating system level
data. To protect a particular system or application, the researchers and developers need to
track and process specific data files.
5.3

Future Research Directions for Datasets

In order to use datasets for cybersecurity applications, following points can be considered as future
research directions.
• Instead of relying on existing datasets that do not match the requirements of a cybersecurity
system or application, the researchers and developers can design their own datasets. These
datasets must contain system specific data. It will be easy to manage and update these datasets.
Furthermore, access to these datasets will be restricted which not only provides protection
but also can preserve the privacy of underlying systems.
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• Applications in the cybersecurity domain keep changing on daily bases. Some of them might
not contain very sensitive data. To support real-time processing, the applications can be
divided into different classes based on their sensitivity and requirements. Highly sensitive
and real-time applications need to be given high priorities and data generated by these
applications must be kept in datasets to keep the cybersecurity system updated.
• For a cybersecurity system to perform effectively, it is very important to have an access to
network and kernel-level data. The network data contain information about incoming data
traffic while the kernel data contain information about system calls and network and security
logs. An accurate estimation of an intrusion attack can be made by analyzing the kernel-level
data. The data are always changing from time-to-time, therefore, the data need to be added
and deleted frequently in datasets to keep the cybersecurity system updated and alerted.
• To test the accuracy of a representation learning algorithm, it is necessary to have a synchronization between training and testing datsets. The performance needs to be tested against
the same datasets. On a theoretical level, this comparison is accepted. However, in practical,
it may not be possible. Training and testing data change frequently in real-time applications, therefore, current network traces need to be added in training and testing datasets to
test the accuracy of representation learning algorithms being used. Some algorithms might
not be compatible with rapidly changing datasets, therefore, it is very important to select
representation learning algorithms that can accommodate real-time changes.
• Training time plays a very important role in representation learning algorithms. Due to
continuously changing nature and features, fresh updates about cyber-attacks need to be
added in the training and testing datasets. Due to this addition, the cybersecurity systems
need to be trained frequently. This continuous training requires powerful computational and
storage resources, and as a result, extra costs and man power will be required to rent these
resources and train cybersecurity systems, respectively.
• Classification timing is another critical factor to test the performance of a cybersecurity
system based on a representation learning algorithm. Due to large-sized datasets, the classification may become time and resource consuming processes. The classified data help
system administrators to analyze final outputs and take necessary actions. However, this
analysis can only be performed after the classification is done. Long processing delays and
late classification analysis may be suitable for offline systems, however, real-time systems
can easily be attacked and compromised.

5.4

Limitations of Techniques

Representation learning based techniques summarized in Section 4.2 can be used in various daily
life applications, e.g., healthcare, transportation management, cloud data management, person
identification, etc. However, in cybersecurity applications, these techniques cannot be used directly
and may face certain limitations. Some major limitations are listed below.
• In daily life applications, e.g., healthcare, transportation management, cloud data management,
and person identification, the representation learning algorithms can be trained once in a
while and used for a long time without a retraining. The training time is usually quite long.
On the other hand, real-time cybersecurity applications require frequent training of these
algorithms and the availability of updated datasets, and as a result, most of these algorithms
might not be suitable for real-time cybersecurity applications.
• Frequent training might be required on a daily basis or more than once a week due to rapidly
changing nature and features of cyber-attacks. Whenever a new attack is identified and its
features and patterns become known, a retraining is required. The representation learning
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algorithms usually train from scratch and require many days to finish the training process.
Such a long training process wastes time and computational and storage resources if small
changes are required to be made on a daily basis.
5.5

Research Challenges in Techniques

When using representation learning algorithms for cybersecurity applications, researchers and
developers may face the following research challenges.
• Existing representation learning algorithms are quite complex and might not support realtime processing.
• Cost becomes another challenge when executing and managing existing representation
learning algorithms.
• Existing algorithms are basically designed for specific applications, e.g., pattern recognition,
computer vision, and image and signal processing. Using these algorithms for cybersecurity
applications require significant changes.
• Due to the complexity of these algorithms and the availability of cheap resources, most of
these algorithms are executing on public cloud platforms. Although cloud service providers
ensure best effort services, still their platforms cannot be fully trusted. Granting access to
applications running on public cloud platforms to access sensitive data can open doors for
intruders. Furthermore, the data travel over public networks, i.e., the Internet, and as a result,
the privacy can easily be compromised.
5.6

Future Research Directions for Representation Learning Techniques

In order to use representation learning algorithms for cybersecurity applications, the following
points need to be considered as future research directions.
• Most organizations do not have sufficient budget to purchase expensive cybersecurity systems and applications. Furthermore, some organizations might be dealing with real-time
data and applications. To propose cost-effective and real-time cybersecurity systems based
on representation learning algorithms, researchers and developers need to use or develop
representation learning algorithms that must require less time and computational resources
to finish the training process.
• In certain research domains, e.g., healthcare, transportation management, cloud data management, and person identification, it is easy to obtain training and testing datasets. There are
many datasets that are publicly available. However, in the cybersecurity domain, the availability of most recent training and testing data is not easy. Furthermore, the organizations do
not prefer to share their network traffic to external users and researchers, as it may contain
sensitive information and records. In this situation, there is a need to develop lightweight
representation learning algorithms that can be trained locally.
• Due to the continuously changing nature of cyber-attacks, it is very important to have
authentic and versatile data from different resources (e.g., different cybersecurity systems)
for training and testing purposes. Global organizations discussed in Subsection 2.2 can offer
their help and share resources. However, there is a need for joint collaborations between
different organizations on a local level.
• To produce accurate results, the representation learning algorithms need to use huge volumes
of data for training and testing purposes. Real-time cybersecurity applications generate
huge volumes of data on daily bases. This data need to be labeled properly if supervised or
semi-supervised algorithms are used. To increase the accuracy ratio, correct data labeling
is the preliminary step. In the cybersecurity domain, chances of the availability of labeled
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data are very low and labeling of large volumes of data requires lots of computational and
human resources. Therefore, there is a need for representation learning algorithms that can
automatically label huge volumes of data in real-time without requiring extra computational
resources.

6

CONCLUSION

Representation learning is a sub-domain of machine learning that allows automatic discovery of
features from raw input data to perform data classification and analysis. In machine learning tasks,
data classification requires mathematically and computationally convenient input data. However,
real-time multimedia and non-multimedia data, e.g., images, audio, videos, and sensor data, do not
define specific features. The representation learning techniques offer an alternative by discovering
features or representations through examination without relying on explicit algorithms. In this
survey, we have discussed various cyber-attacks and initiatives taken by international organizations.
In the cybersecurity domain, real-time applications deal with both multimedia and non-multimedia
data. To process the data produced by various real-time applications, we have provided an in-depth
overview of various representation learning computing platforms. These computing platforms
are introduced by well-known vendors, e.g., IBM, Microsoft, Google, Amazon and Big ML. We
have also discussed various datasets that can be utilized by representation learning algorithms
in the cybersecurity domain. Later, we have discussed and summarized recent efforts made for
cybersecurity systems by using representation learning algorithms. These efforts are classified
into three broad categories, i.e., supervised, unsupervised, and deep architectures. In the end,
we highlight various limitations in the available datasets and existing representation learning
based techniques. The main purpose of highlighting the limitations is to tell the researchers and
developers that there are still many open research challenges that need to be addressed when
using the available datasets and techniques. These limitations also highlight various future research
directions. These research directions highlight various facts that need to be considered to improve
various features of available representation learning techniques to make them compatible with
real-time applications.
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